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1. Control Panel > System and Security > Windows Defender Firewall

Control Panel

» Control Panel >

Adjust your computer’s settings View Category =

System and Securi
Review your computer's status

Save backup copies of your files with File History
Backup and Restore (Windows 7)

@  User Accounts
- ) Change account type

Appearance and Personalization
Network and Internet

View network status and tasks

¥ &

Clock and Region
% System and Security

System and Security >

Control Panel Home

Q‘!V Security and Maintenance
System and Security \ Review your computer's status and resolve issues | ®p Change User Account Control settings
Troubleshaot common computer problems

Network and Internet

Hardware and Sound @k__ Windows Defender Firewall

Check firewall status | Allow an app through Windows Firewall
Programs
User Accounts System

View amount of RAM and processor spesd | % Allow remote access | Launch remote assistance

Appearance and See the name of this computer

Personalization

2. 1@9n Advance Setting

s Windows Defender Firewall

s Defender Firewall

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allaw an app or feature through the Internet or a network.

through Windows Defender

Firewall .

l v Private networks Connected ~

#y Change notification settings
% Turm Windows Defender Netwaorks at home or work where you know and trust the people and devices on the network

Firewall on or off

Restore defaults Windows Defender Firewall state: On

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Advanced s¢

gs
Troubleshoot my network

Active private networks: B 5)-pTE-FLA
Notification state: Notify me when Windows Defender Firewall blocks a
new app

3. @80 Inbound Rules > New Rule...

P Windows Defender Firewall with Advanced Security - o x
Ele Action View Help
> 2@ 2 BE
f Windows Defender Firewall wit] JIEES T HES Actions
23 Inbound Rules Name Group Profile  Enbled  Acti || Inbound Rules -
B Connection Security Rules || @ \wlan_sssistantiwauexe Al Yes Ao | [ New Rul
» %L, Monitoring © Open_Port KMS Al Yes Ao | | G er by Prafie V
9 0pen_Port KMS Al Yes Allo
 snydesk.exe Public  Yes Al || T Filter by State 4
1 anydesk.exe Public  Yes Allo T Filter by Group 3
9 snydesk.exe Private  Yes Allo View »
9 anydesk.exe Private  Yes Allo
6] Refresh
€ Apache HTTP Server Public Vs ae || &
19 Apache HTIP Server Public  Yes Allo || = Beportlist
0 aria2e Public Vs Ao ||l Help
i i Ve Ain

4. @an Port ka3 Next >

Firewall 90911



| ﬂ New Inbound Rule Wizard X

| Rule Type

Select the type of firewall rule to create.

| Steps:
| @ Rule Type What type of rule would you like to create?
@ Protocol and Ports
@ Action () Program
@ Profile Rule that controls connections for a program.
@ Name © Port

Rule that controls connections for a TCP or UDP port.

O Predefined:

AllJoyn Router

Rule that cortrols connections for 3 Windows experience.

) Custom
Custom nule

5. \&en TCP / Specific local ports Weisey ports: 3333 MUA16U WaINA Next >

| @ New Inbound Rule Wizard %

| Protocol and Ports ‘

Specify the protocels and ports to which this ule applies.

| Steps:

| @ Fuls Type Does this rule apply to TCP or UDP?
@ Protocol and Ports I 0O 1cP I
@ Action O upp

@ Profile

@ Name

Does this nule apply to all local ports or specific local ports?

() All local ports

© Specific local ports: 3333
Example: B0, 443, K0005010

6. L@an Allow the connection ka3nm Next >

| @ New Inbound Rule Wizard X

| Action

Specify the action to be taken when a connection matches the conditions specified in the nule

| Steps:
| & Rule Type What action should be taken when a connection matches the specified condttions?
@ Frotocol and Ports
) © Allow the connection
L2 This includes connections that are protected with [Psec as well as those are n
@ FPrfile
() Allow the connection if it is secure
@ Name

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node

() Block the connection

7. denyniideanaing Next > (nsalalila Connect w14 Internet 19iten Public aen)

| @ New Inbound Rule Wizard x

| Profile \
Specify the profiles for which this rule applies

| Steps:
| @ Rule Type When does this rule apply?
@ Protocol and Ports
@ Action B Domain
& Profile Applies when a computer is connected to its corporate domain
@ Name B Private
Applies when a computer is connected to a private network location, such as a home
or work place.
8 Public
Applies when a computer is connected to a public netwark location.
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| @ New Inbound Rule Wizard

| Name

Specffy the name and description of this rule.

| Steps:

| @ Rule Type

@ Protocol and Ports
@ Action

@ Profile

@ Name

Nams
JHCIS Connect Port|

Description (optional):

WP Windows Defender Firewall with Advanced Security

File Action View Help
e nmE = HE

Inbound Rules P~

P Windows Defender Firewall wit| [T Sew L 0

Outbound Rules Group Profile  Enabled  Acti | [| Inbound Rules.
By Connection Security ot || 9 I S R TS | | e Rute..
> Bl Menitoring = T|| 7 Filter by Profile
1 Open_Port KMS Al VYes Allo
0 Open_Port KMS Al Yes alle || T Filter by State
9 anydesk.exe Public  Ves Allo ¥ Filter by Group.
0 anydesk.exe Public  Yes Allo View




